MARC L. SHORR

CONTRA COSTA COUN TY CHIEF INFORMATION OFFICER

DEPARTMENT OF INFORMATION TECHNOLOGY JENNIFER S. HOPKINS
ASSISTANT CHIEF INFORMATION OFFICER

30 Douglas Drive
Martinez, CA 94553

TO: Contra Costa County All Staff
FROM:  Marc Shorr, Chief Information Officer ,m&‘
DATE: April 15, 2021

SUBJECT: Malicious Email

Please be advised that on April 15, 2021 at approximately 10:51 AM, the County received an
email from kato@nikko-nk.com with a title “Received Fax From: 1613290**** -TSID: WellCare
RDTAPO8" (or similar to) which contained a malicious attachment.

If you see an email from this sender, or with this title, please immediately delete.
DoIT Customers:
e DolT has blocked future messages from this sender.
e For departments on Microsoft Office 365 Email Services, the incoming mail attachment
was automatically removed by Microsoft’s Security Tools, and replaced with a harmless
text file.

For non-DolT Customers:

e You will receive guidance from your information technology staff if there are additional
actions you must take.

Thank you.



